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Abstract

Magic square is a rich source of mathematical properties that related with a great deal of branches of mathematics and its
applications. An arrangement of = distinct integer numbers in a square of n by n representsan n order magic square such that,
each of its row, column and diagonals is summed to the same constant. The constructions of magic squares are discussed by many
research using different approaches. In this paper, a new method for constructing semi-magic squares depends on the proposition of the
arithmetic modular together with the operations of addition, subtraction, multiplication, rotation, and reflection is introduced. Based on
an example on a magic square of order 3 and the inverse of modular magic square some results are obtained. Due to the importance of
the magic squares and the existence of many applications in practical life, the link between the magic squares and cryptography was
found. The method is formulated based on a set of semi magic square that is computed recently using the proposed method. After that
the plaintext is written in the form of a linear combination of the elements in this set to be encrypted. This accomplished by finding the
ASCII code for each character in the plaintext to get the cipher text. An algorithm for generating the semi-magic squares and its

application is designed and implemented to demonstrate this relationship.
Key word: Magic square, Cryptography, Algorithms.
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1. Introduction

The old famous problem of magic squares is considered in this work. It is a square matrix with the property that all entries in each
row, column, and the main diagonals are summed to the same number referred to a magic constant. If only the sums of the rows and
columns are equal the magic constant, in this case it is called semi magic square. The nxn matrix with entries from one to n2 is called
magic square of order n, where the magic constant is equal n(n +1)/2. Pandiagonal magic square is a magic square such that the sum of
all entries in all broken diagonals equals the magic constant. A symmetric magic square is a natural magic square of order n such that
the sum of both elements of each pair of dual (opposite entries) equals n* + 1 . In 2011, Kumar et al. [1] introduced the efficiency of a
cryptographic algorithm which is based on encryption / decryption time produces diverse cipher text from a clear text. In 2012 Shatha et
al. [2] introduced the method for finding the set of semi magic square with the aid of arithmetic modular and its properties. The magic
squares and the inverse of them were also found; also the eigenvalues of these magic squares were computed. In 2012 Sahni et al. [3]
utilized the generalized form of an 8x8 matrix based on special geometrical figure. In 2014 George et al. [4] introduced several attacks
to a threat the algorithm security due to certain constraints. Also, it may not be guaranteed that the cipher text is fully secured. The
proposed work introduces an additional level of security in public key algorithms such as RSA, ECC and Rabin; Elgamal, etc. magic
rectangle helps to rectify the existing issues of public key cryptosystem. Tripathi et al. [5] introduced a new multimedia data encryption
algorithm based on a magic square (MS). He applied public key cipher with signature based on Diffie-Hellman and the magic square
problem. A new public key cipher algorithm is designed in [6] based on the mathematical features of magic square with the help
Diffie-Hellman key exchange protocol which utilized discrete logarithm problem (DLP). Our work is divided into two parts, the first
one is to generate the magic square then construct the set of semi magic square, and the second are to encrypt the plaintext using these

sets.
2. Constructing of odd magic square

Generating the set of semi-magic square is based on constructing of one odd magic square using different available approaches, for

more details see [7, 8, 9]. A new technique for constructing the semi-magic squares set relies upon any giving magic square is given.

The following steps are for constructing the set of semi-magic squares.

For n= 3, we have the generator magic square S; with sum equal 15.
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Stepl:Add to each element in the above magic squares the number 3.6 (means a multiple of n = 3), and then take the modules with

respect to n* which is equal to 3* = 9. Therefore 5, and 5, are obtained respectively.

Step2: for each magic squares 5, 5;, 52 we take the maximum number to be added with it then this number is subtracted from each

elements in the magic squares, then take the modulation with respect to three is taken to, we get 55, 5, and 5.

Step3: For each of the above magic squares 5.5;.5:5;, 54.55 we make use of the transpose for each of them, we get

55.57. 55,52, 55, 51 and 544, Also we take the reflection for 5.....5;; to obtain 5yz..... 524
From the above, we get the following general results:

1- Add to each element for the n = n magic square the multiplicity of n which are . 21, ... with the condition that the multiplicity is
not greater than n?, or in < n?, (for i = 1.2,...,n— 1). For each magic squares, we take the maximum number and add one to it
and subtract from each elements in the magic squares, then take the modulation with respect to =, that is (n® — ¢ + 1} modular 3

where (i) is the position of the terms.

2- For each of the obtained magic square we take the transpose, which is similar to the transposition of the matrices, the reflection is
taken also. An algorithm for the above steps is introduced to serve our proposed authentication method. The set is building in light

of Algorithm (1).

Algorithm (1) for generating semi magic square set

Input: The order of magic square (n)

Output: The set of semi magic square (S, ..., San)

Stepl: S;«— any magic square of order n constructed using any known algorithm for ~ magic square.

Step 2: Forr«— 2tondo

add S; to (r-1)*n modulo n"2 to get S,, ..., S;.

Step 3: Subtract each previous magic square from the matrix (n"2+21)*l, modulo n"2 to get Sy+1, ..., Son.
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Step 5:  Take the reflection of Sy, ..., S4, t0 get Szne1, ..., Sen

3. Formulation of the new proposed method.

This method based on writing any plaintext after converting it to its corresponding ASCII code as a linear combination of the
elements of the constructed set of semi-magic squares from any point that we wants to start. Then encrypt the cipher text using the

inverse for the objects of the semi-magic sets.

4. The proposed algorithm

This section introduces a new authenication algorithm based on the generated magic square.

A) Key generation

B) Encryption Algorithm:

Input: plain text, k magic squares (S) of order n.

Output: cipher text.

1. Get the ASCII value of the characters of the plaintext.

2. Find the quotient of length of ASCII values over n, if there is a remainder r then add the required number (n-r) of spaces to the end of

the plaintext.

3. Generate a rectangular matrix A of n columns for ASCII values.

4, Set k= number of rows in A.

5. Get k magic squares (S) of order n (from algorithm (1)).

6. For each row i in A, multiply A; by S;. Repeat S if it is necessary (i.e k>24)

7. Reshape the resulting matrix to get a row matrix C. that represents the cipher text.

C) Decryption Algorithm:

Input: cipher text, k magic squares (S) of order n.
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Output: plain text.

1. Generate a rectangular matrix C of n columns for cipher text values.

2. Set k to the number of rows in C.

3. Get k magic squares (S) of order n (from algorithm (1))

4. For each row i in C, multiply C; by (S; %). Repeat S if it is necessary (i.e k>24)
5. Reshape the resulting matrix to get a row matrix A.

6. Convert ASCII numbers of A to its equivalent character values. This gives us the plain text.

Example

i) Encryption: take a magic squares of order 3.

1. Let the characters of the plaintext be ‘I Love Iraq’. Its ASCII equivalent is: 73 32 76 111 118 101 32 73 114 97 113.
2. We need to add one space to the end of plain text to get A, since we have 11 ASCII characters.

73 32 76
111 118 101

3A4=1"35 73 114
a7 113 32
4. Then k=4
2 7 6 5 1 0 g 4 3 g 3 4
5.let5, =2 5 1| thenS,=|3 8 4| S5.=|6 2 7/ 5.=]1 5 @
4 3 8 7 6 2 1 9 5 6 7 2
738 800 1078
6 = |1616 1661 1673

208 1300 1177
1081 1080 1469

7. C=733 899 1073 1616 1661 1673 808 1300 1177 1081 1080 1469

ii) Decryption:
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738 899 1078
1616 1661 1673

L= 808 1300 1177 [
1081 1080 1469
2. Set k= 4.
2 7 6 21 9 8 4 3 g 3 4
3. Let5; =9 5 1) thens; =3 8 4| 5:=|6 2 7|, 34=|1 5 9
4 3 8 76 2 1 9 3 6 7 2
73 32 76
4 A= 111 118 101

32 73 114
oy 113 32

5. Reshape the resulting matrix to get A= 7332 76 111 118 101 32 73 114 97 113.

6. After converting numbers of A to its equivalent character values we get ‘I Love Iraq ’ which is the given plaintext.
All the obtained computation is preformed using MATLAB language.

5. Conclusion

In this paper, an important role for the magic square in cryptosystem is introduced. A method that construacted was given together with
algorithms that consturuct the magic squares set and employed for ciphering any plaintext using these set. The resulting text representes
a set of numbers, as we shown in example, which is not understandable for any one. According to that just the authorized can decrypt

the cipher text since they have the inverse of the key which represented by the inverse of semi magic squares. This method wants many

computations which its complexity increases with n. Our computation is implemented by PC using matlab language.
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