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Environmental risks have become a primary threat to the ecosystem and human 

health, and identifying the most influential factors is a crucial issue. 

Technological advancements have made it possible to identify and detect these 

factors, most notably artificial intelligence (AI), which has played an effective 

role in analysis, detection, and inference. IoT, sensors, and AI technology are 

highly effective in environmental monitoring, such as detecting water, air, and 

soil pollutants. Therefore, this review aims to present and explore the most 

important recent developments in the use of sensors, AI technologies, and the 

Internet of Things in monitoring and controlling environmental pollution, while 

considering the complexities of the prediction process and the dynamic nature of 

the environment, taking into account the variables of pollution type. However, 

they also present challenges. Key considerations include understanding and 

selecting the most appropriate AI models, the ability to adjust and balance 

model performance, data processing, and the problems associated with their 

sharing, and finally, the interpretability of results. This study aims to monitor 

environmental pollution by leveraging artificial intelligence and its technologies, 

sensors, IoT, the latest trends, and the findings of recent studies. 
 

1.Introduction  

Hazardous materials that threaten the environment are considered a high-risk factor for human health, the animal and 

plant environment, and environmental life in general. These substances are numerous and include pesticides, organic 

pollutants, heavy metals, and herbicides, which are used excessively through various means in different environmental 

settings[1]. There are also sources containing hazardous materials, such as industrial activities, agricultural practices, and 

hazardous waste, along with their improper and unplanned disposal. Furthermore, the level of toxic and harmful fumes in 

the air has risen significantly due to the increased number and concentration of vehicles in cities and factories near cities, 

coupled with high population density in most cities worldwide. All of this has a negative impact on human health and on 

plants, given that air, soil, and water are crucial elements in direct interaction with humans, the animal environment, and its 

products[2]. The types of sources of hazardous materials, their pollutants, and the forms of their effects vary according to 

the concentration of the material and its duration on the environment. The degree of impact on health varies from mild to 

acute and chronic, such as skin irritation, nausea, poisoning, respiratory infections, and vomiting, and in more serious cases, 

such as reproductive disorders, cancer, and growth malformations[3]. Many factors influence air quality and its levels, 

including organic and inorganic pollutants, volatile organic compounds, particulate matter, and gases (carbon monoxide, 

carbon dioxide, radium, sulfur dioxide, and ozone), as well as biological particles such as fungi, pollen, and bacteria[4]. Air 

quality levels are also affected by humidity and temperature, which are significant factors in many air quality complaints. 

Effective management strategies are required to monitor and address hazardous materials in the environment. These 

strategies include conducting regular soil, water, and air tests to identify any sources or hazards from harmful substances. 

This process allows for early detection, enabling subsequent treatment or removal. Another strategy is prevention, which 

focuses on limiting or controlling the sources, emissions, and disposal of hazardous materials by establishing best practices 

for the long term. This is essential to ensuring the sustainability of soil, water, and air quality, as well as the overall health 

of the ecosystem[5]. Ensuring the health of humans, livestock, food crops, and the environment in general is also of 

paramount importance, as is preventing exposure to many harmful substances. This can be achieved through the use of AI-

enhanced devices, sensors, and detectors for monitoring and identifying hazards and harmful substances in soil, plants, 

water, and air, and determining their quantities with high accuracy and efficiency[6]. Using AI-powered sensors and 

devices to monitor the environment for hazardous materials in real time offers several advantages. First, these technologies 

and systems provide greater flexibility in detecting hazardous materials and emissions with higher accuracy and reliability 
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compared to traditional laboratory methods. Second, they enable the rapid and immediate acquisition of data, which in turn 

facilitates a response to any potential pollution incident. Finally, they simplify data analysis, reduce manual workload, and 

enhance the efficiency of monitoring and detection processes[7]. It is also crucial to utilize diverse AI-based methods for 

detection and prediction, including deep learning and machine learning techniques, as well as models that combine these 

approaches to create a hybrid model. Furthermore, maximizing the use of diverse data closely related to the source of the 

event, such as toxicological data, chemical composition, environmental and physiological factors, their dates, times, and 

impact, all contribute to improving the accuracy of the model and the reliability of its predictions[8]. 

Recent developments indicate the use of artificial intelligence (AI) technologies, integrated with the Internet of Things 

(IoT), in detecting and monitoring hazardous materials and toxic emissions. This is achieved using low-cost sensors that 

can be easily deployed across diverse environmental locations. These devices collect data on levels of toxic or harmful 

emissions and transmit it to a central point for analysis. AI algorithms then process the data into a database, providing real-

time results on the content and levels of hazardous materials, as well as predictions of their future potential[9]. This 

integrated, internet-enabled approach also provides scientists with tools for exchanging complex and extensive scientific 

data, including atmospheric, climate, biodiversity, hydrology, soil, and environmental data[10]. This data is used for 

analysis, testing, and interpretation of theories, experimental data, and predictive models, leading to a better understanding 

of the ecosystem and its related issues. 

This comprehensive review presents the applications of artificial intelligence (AI) models in monitoring and detecting 

hazardous material sources and their emissions in various environments, including air, soil, and water. It will showcase the 

latest scientific discoveries and advancements in this field, based on AI algorithms combined with sensors and sensor 

technologies enhanced by the Internet of Things (IoT) for communication and transportation. This modern approach to 

monitoring and tracking environmental hazards in soil, water, and air has made significant scientific strides, offering 

greater accuracy and efficiency, coupled with timely detection and analysis of potential hazards.  

To access relevant literature, a search was conducted in Google Scholar groups using keywords or search terms in the 

topics, including: (“machine learning” or “DL” or “artificial intelligence” or “AI” or “deep learning” or “DL” or “computer 

vision” or “natural language processing” or “NLP” or “Internet of Things” or “IoT” or “sensors” or “electronic nose” or “e-

nose” or “real-time” or “robotic” or “Arduino”). The search also included topics such as (“hazardous material” or 

“hazardous chemical” or “pollutant” or “poison” or “pollution” or “pesticides” or “heavy metals” or “persistent organic 

pollutants” or “herbicides” or “microplastics”). Additionally, the search included topics such as (“environment” or “land” 

or “soil” or “leak” or “river” or “air” or “air quality” or “water” or “atmosphere”). A total of 7,647 search results were 

retrieved. To display the final results, the Visualization of Similarities (VOS) program, version 1.6.20, was used. The 

results of the systematic search are shown in Fig.1 in the literature, which included the common keywords among them, 

which contained the number of publications in one map on the topic of the review (Using the IoT in AI technologies and 

sensors to monitor and address environmental pollution). 

a              b 

 

 

 

 

 

 

 

Fig. 1 -Results of the systematic search for literature on the topic "Using the IoT in AI technologies and sensors to 

monitor and address environmental pollution." (a) Number of publications, after sorting, per year that correspond to 

the topic "Using the IoT in AI technologies and sensors to monitor and address environmental pollution." (b) A 

network map based on relevant keywords in the literature, indicating clusters related to research topics. This map was 

created using VOSviewer. 
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1.1. AI methods for monitoring emissions and hazardous materials in various environments 

In recent years, interest in artificial intelligence (AI) has grown with the increasing levels of environmental pollution 

and the need to find ways to predict and mitigate it. AI solutions can be divided into three main stages: the primary input 

(the data used), the AI models and algorithms that address the problem, and finally, the outputs of AI processes for decision 

support or monitoring. Fig.2 illustrates the main mechanism of this process. 
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Fig. 2 -The mechanisms used to monitor hazardous materials and their emissions, and AI-powered methods for 

containing them. 

2. Artificial intelligence and environmental monitoring of various hazardous materials 

Model efficiency increases when large amounts of data are available from diverse sources, particularly data derived 

from continuous monitoring or time-bound observations of environmental conditions. This contributes to providing 

solutions for anticipated or potential actions. Data sources now take many different forms, including various types of 

sensors such as non-photographic and imaging sensors, remote sensing devices, digital or frequency sensors, contact 

sensors, and others that provide data in large quantities. Additionally, there is recorded, historical, or archival data[11]. 

Artificial intelligence algorithms are capable of analyzing data from multiple sources and in large quantities. They can 

also analyze various readings, such as detecting types and levels of pollution resulting from hazardous materials and 

pollution from chemical, industrial, and environmental accidents. These algorithms can identify trends, patterns, and 

anomalies in the data and extract them using deep learning and machine learning techniques. For example, hazardous 

materials and their emissions, or unhealthy pollutants, can be detected by analyzing satellite imagery or using images 

captured by drones. Computer vision algorithms can recognize the shapes and patterns of chemical substances, pollution 

sources, and the extent of changes in vegetation cover[12]. 

Historical data on environmental pollution, hazardous materials, and harmful emissions can be used to train AI models. 

These models offer solutions for environmental monitoring, independent pollution monitoring systems, and early warning 

systems for hazardous material emissions, with the potential to support decision support systems. They also contribute to 

helping organizations and government agencies prepare for, respond to, and manage emergencies. These models have 

proven highly efficient in handling diverse environmental conditions, including air, water, and soil. AI algorithm designers 

and developers must provide a comprehensive explanation of how the model supports itself, how its parameters are 

controlled, and how it is evaluated during its development[13]. 

Artificial neural networks (ANN) have been used in many short- and long-term prediction applications to provide an 

environmental model for detecting toxins and air pollution and synchronizing them with Internet of Things (IoT) 

technology[14]. A hybrid model (LSTM-CNN-WOA-AM) was developed based on Convolutional Neural Network (CNN) 

technology, the improved Whale Algorithm (WOA), and Long Short-Term Memory (LSTM), in addition to the Attention 

Mechanism (AM). CNN analyzes historical air quality data, represented by PM2.5 concentration, humidity, temperature, 

and wind speed, from specific time periods to detect patterns and predict their future. WOA improves the performance of 

the CNN and automatically adjusts its parameters to achieve optimal accuracy. It uses the LSTM algorithm to analyze and 

retain correlations in daily time-series data. As for the AM mechanism, it determines the influential weights and directs the 

model to the most important variables that influence the prediction process[15]. A hybrid intelligent model combining 

LSTM and a MOV-inspired optimization algorithm was used to predict NO2 and SO2 air pollution from a power plant. 

Data included air temperature, velocity, and NO2 and SO2 values over a five-month period. The LSTM-MOV model 

demonstrated superior performance compared to traditional methods for analyzing plant emissions and yielding valuable 
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results for air pollution prediction[16]. The potential of machine learning models Random Forest Regression (RFR), 

Support Vector Regression (SVR), and Ranger is demonstrated in analyzing land cover characteristics derived from digital 

soil maps to predict nitrogen content without extensive sampling, in addition to remote sensing for spectral indices. This 

model contributes to sustainable agricultural planning and management by producing economical soil maps[17]. Yingyue 

Han et al.[18] developed a method for detecting and estimating cadmium (Cd) concentrations in soil using unmanned aerial 

vehicles (UAVs) as an alternative to traditional laboratory sampling. They integrated spatial data with images to identify 

contamination hotspots by creating a spatial map, thus rapidly pinpointing hazardous areas. Their data sources included 

multi-band spectral images, a digital elevation model, and high-resolution aerial photographs. They also employed several 

machine learning models, most notably the Gradient Boosting Decision Tree (GBDT), which demonstrated the highest 

detection accuracy. 

Wenjie Ai et al. [19] used the CNN model to distinguish between soil-contaminating polymer types. Samples were 

collected from several agricultural fields to classify industrial plastic particles such as PVC, PE, and PP. Additionally, 

ATR-FTIR reference techniques were used on the samples to determine the polymer type. A hyperspectral camera was also 

used on the soil samples to read and distinguish the spectra per pixel. The spectra were then pre-processed to smooth and 

remove noise using a Savitzky-Golay smoothing filter. The results were then compared with other models, such as 

Decision Tree (DT) and Support Vector Machine (SVM), and the CNN model demonstrated its superiority. H. Chojer et al. 

[20] developed a real-time air monitoring system based on multiple artificial intelligence models and IoT sensors to 

measure and predict various air pollutants within an industrial area. Low-cost sensors were used in a network design to 

measure several pollutants, including CO, CH4, SO2, NH3, NO2, CO2, O3, and fine particulate matter PM2.5 and PM10. 

The measured data is transmitted in real time within the IoT network, and a neural network algorithm is used for analysis 

and prediction of future pollutant levels, such as Linear Regression, LSTM, and Random Forest models. 

3. Monitoring pollution through AI models 

3.1. Spectroscopy 

The field of remote sensing is of great importance, as it deals with spectral analysis and its functions in measuring the 

energy of matter, which has influenced its use in identifying materials in the field of astronomy and also in the field of 

chemistry extensively. With the advancement of the capabilities of the devices used, the need for its use in the study of 

remote sensing has increased. The near-infrared visible and infrared reflectance spectroscopy technique used is 

environmentally friendly and low-cost, in addition to its capabilities in estimating the concentrations of various heavy 

metals present in the soil. It is also an ideal method for assessing the levels and distribution of types of heavy metals over 

large areas and over long periods of time[21]. Zhao et al.[22] used the extreme gradient (XGBoost) enhancement algorithm 

and combined it with visible and near-infrared spectroscopy as an integrated and effective machine learning approach to 

build a model for measuring and estimating heavy metal pollution and its levels in soils containing mangrove plants. P. He 

et al.[23] used a Transfer Learning-based method to estimate lead concentration in soil and improve prediction accuracy, 

relying on spectral data from near-visible infrared readings. A one-dimensional framework and ResNet network were 

constructed to identify spectral features, and wavelengths were evaluated using the SHAP interpretation tool and ranked 

according to their importance for prediction.  

Researchers employed a technique combining 3D SERS imaging with dynamic imaging, along with advanced 

substrates of perovskite/silver nanoparticles (CaTiO3/Ag@BONPs). They also utilized several artificial intelligence 

techniques, such as Euclidean distance analysis (ED), Vertex Component Analysis (VCA), and spatial machine learning 

(SML) + clustering (e.g., K-means), to classify, identify, and map pesticide distribution within the tissues and MCR-ALS 

(multivariate curve resolution – alternating least squares). The aim was to detect pesticides present on the surfaces of fruits 

and vegetables, as well as to determine their penetration into the pulp or their persistence on the peel[24]. 

3.2. Ground-based sensor monitoring 

I. Shahid et al.[25] presented a comprehensive study based on the use of the Internet of Things with the integration of 

sensors represented by carbon nanomaterials, with the use of artificial intelligence tools to monitor air quality. It also plays 

a role in the proposed model for analyzing data and the possibility of identifying pollution sources, providing future 

predictions, and creating strategies to reduce pollution and its effects. A. Zafra-Pérez et al.[26] designed an air quality 

monitoring system consisting of wireless sensors connected to a network distributed across a geographic area containing 

mining sites. The system transmits data via a cloud network, which is then analyzed, processed, stored, and visually 

displayed. The system detects fine particulate matter and improves detection methods for it, in addition to serving as an 
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early warning system for potential air pollution. M.B. Arboleda and A. Shamim[27] used an integrated, standalone design 

of wireless sensor nodes in multiple industrial and urban environments to monitor air quality and monitor polluting gases 

with high accuracy and low cost, without relying on atmospheric stations, where they measure readings of air pollutants 

such as CO, PM2.5, and NO2, and send them to the central system in real time for analysis and pollutant mapping. 

O. Alsamrai et al.[28] designed an intelligent system consisting of several sensors with added IoT technology to 

monitor and predict air quality in urban areas. This system uses machine learning algorithms to analyze air quality data. 

The system utilizes an ESP32 controller with network connectivity and sensors to measure humidity, PM2.5, temperature, 

and harmful gases. The readings are then transmitted to a cloud-based storage and analysis platform. HRC Arante et al.[29] 

used a predictive system to simulate flood hazard levels in the Philippines. They relied on data streaming using a network 

of sensors (rain gauge, soil-moisture probes, and water-level sensors) connected to IoT units, ensuring secure data transfer 

to a cloud server as a first step. A combined model was built using several algorithms (fuzzy logic, genetic algorithm, and 

LSTM neural network) for continuous, real-time training on field data to generate short-term hazard level predictions and 

trigger alerts to protect the community and minimize losses. Z. Wang et al.[30] developed a multi-channel acoustic 

signaling system supported by a deep analysis model to identify flammable materials and differentiate between types of 

initial ignition, flames, and fuels within buildings. The system consists of a fire detection module and a transformer module 

that classifies materials and identifies the type of fire, with the Circuits-LSTM-Conformer (CLCFormer) serving as an 

enhanced classification unit for the detection process. 

3.3. Drones and aerial photographs 

 The use of aerial photography for monitoring and tracking hazardous waste emerged in the early 1990s. More recently, 

high-resolution aerial imagery has proven more effective in detecting various types of hazardous waste, their locations, and 

landfills, thus preventing their illegal disposal, with the assistance of AI[31]. Historical aerial photographs are used as a 

means of assessing and documenting changes that may occur in hazardous locations over time, serving as a reliable tool in 

the monitoring process. 

J. Sedano-Cibrián et al.[32] used a low-cost, effective drone methodology to monitor heat emissions at a municipal 

solid waste (MSW) site in Mireillo, Spain. The drones were equipped with visual and thermal sensors to search for and 

detect landfill gas emissions, harmful decomposition of organic materials, or internal weeding, which are called hot spots. 

The aim was to create a three-dimensional model using captured images, while the fourth dimension, temperature, was used 

to create a four-dimensional image. 

S. M. Popescu et al.[6] employed satellite, aerial, and drone/UAV imagery combined with artificial intelligence and 

real-time spectral indicators to identify the sources and traces of pollution found in leaking liners, drums, waste dumping 

spills, open dumps, chemical spills, and oil leaks. The images were then compared with historical data to assess the 

expansion or contraction of landfill sites, determine the extent of damage caused by pollutants by monitoring vegetation 

patterns, and track the movement of surface and groundwater and its contamination through sewage networks. 

Hyperspectral images have played an active role with predictive models for identifying soil and its heavy metal content. 

Tan et al.[33] proposed a working approach in adaptive competitive sampling reweighted (CARS), and then compared the 

accuracy of several different models with the enhanced clustering method (CARS), which gave stability in the prediction 

process and higher accuracy. Environmental monitoring methods have evolved in aerial surveillance and surveying. D Xu 

et al.[34] utilized drones equipped with advanced sensing systems to detect methane gas using a cutting-edge technique 

called TDLAS (Tunable Diode Laser Absorption Spectroscopy). This technology can determine the amount of diffused 

gases and their emissions from multiple oil and gas well sites, even at low concentrations, allowing for wide spatial 

coverage and high detection rates. Furthermore, they employed an advanced (TERRA) algorithm, which relies on the 

divergence theorem and is supported by a mass balance model, to convert measured concentrations into emission rates. 

Iwaszenko et al.[35] tracked natural gas pipelines to detect potential leaks using drones equipped with laser methane 

detectors. Data was collected from an actual leak site and analyzed using machine learning models to identify areas with 

high gas concentrations. A study by Krishnakumar et al.[36] demonstrates the development of a system comprising 

multiple drones equipped with GPS sensors and high-resolution cameras. This system is used to detect and automatically 

track smoke plumes and their sources. The process is centrally controlled by a single drone, which directs the other drones 

to define the area, fly around it, and synchronize to capture images from multiple angles. Neural radiation field (NeRF) 

technology is used to process and reconstruct the images in detail, creating a three-dimensional model that shows the 
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evolution of the smoke plumes, including changes in size, temporal behavior, and direction. Additionally, an artificial 

intelligence model is employed to enhance decision-making and predict dispersion.  

Sobti et al.[37] developed a cost-effective aerial gas leak detection system using a real-time, amateur-grade drone 

equipped with optical gas imaging (OGI) sensors. They employed inferential models to detect gas plumes and accurately 

analyze leaks based on an AI inference algorithm, as well as pinpoint their location using a platform that transmits and 

relays thermal images to the model. By utilizing intelligent processing and integrating it with low-cost drone sensors in an 

independent mechanism for leak detection, this approach provides highly efficient and advanced support for gas plume 

tracking, contributing to improved environmental awareness and risk reduction. 

In short, drones have become a reliable approach in assessing and managing risks and incidents with dangerous 

dimensions. Their flexible and wide ability to collect data, rapid access, and speed of deployment in monitoring and 

surveillance of vital areas and access to hard-to-reach places have greatly and effectively helped response and treatment 

teams to understand and reason in decision-making, identify risks and their effects, and protect lives, property, and the 

ecosystem in general. 

3.4. Remote sensing 

One of the leading and most advanced scientific technologies is remote sensing, which is distinguished by its ability to 

identify and assess the diverse features and characteristics of terrestrial targets from great distances. It is considered an 

approach to repeatedly monitoring numerous features of the Earth's surface, including water, vegetation, climate, land, 

living organisms, pollution, and the atmosphere. Remote sensing has contributed effectively to measuring, detecting, 

monitoring, and mapping pollution levels and their effects[38]. Remote sensing is used in many applications, including 

waste management, monitoring, and hazardous sites. Multispectral sensors (MS-S) are mounted on remote sensing 

platforms. These sensors digitally collect the reflected energy of various levels of the electromagnetic spectrum within 

specific ranges. These systems offer superior statistical data analysis and wide-area observation capabilities compared to 

aerial photography. Multispectral imaging via satellites, along with other systems mounted on aircraft, is used to monitor 

land use, pollution profiles, assess regional risks, and locate hazardous waste sites and their resulting spectral 

characteristics. Studies using remote sensing have shown that soil contamination with heavy metals is highly efficient, 

relying on hyperspectral data based on its fundamental spectral properties. For example, high-resolution spectral data from 

the near-infrared (VNIR) and visible-infrared (SWIR) bands were used and combined with soil and chemical measurements 

to map the concentrations of lead, zinc, and cadmium, providing a reliable indication of the presence of heavy metals based 

on spectral reflectance characteristics[39]. 

Many researchers have also used multispectral imaging to detect previously unknown sites of hazardous and illegal 

waste. V. K. Mishra et al.[40] proposed a mechanism for integrating multispectral satellite imagery with synthetic aperture 

radar (SAR) data, followed by GIS-based processing, to detect and monitor environmental hazards. The study demonstrates 

the benefits of combining sensory data to identify and assess phenomena such as water quality, surface anomalies, and 

other indicators of ecological stress, relying on optical remote sensing, radar data, and their complementary strengths. 

Furthermore, maps containing the locations of various heavy metals can be drawn and accurately identified based on 

hyperspectral images. 

L. Zhong et al.[41] demonstrated the ability to map soil heavy metals within a regional range using airborne 

spectroscopic imaging data. Spectral/vegetation spectra can provide direct predictions based on the abundance of signals 

reflected from bare soil, which occurs in early spring and winter or when vegetation cover is reduced due to crop rotation. 

Crop spectra, such as those of wheat leaves, can also be used as an indirect method for effective monitoring. N. Yang et 

al.[42] A recently conducted study was conducted to map and estimate soil concentrations of lead, cadmium, copper, and 

mercury using hyperspectral remote sensing. They utilized GF-5 hyperspectral images, which were modified and calibrated 

to align with machine learning models for prediction. Several models were employed to predict heavy metal distributions: 

Partial Least Squares Regression (PLSR), Back-Propagation Neural Network (BPNN), and Support Vector Machine 

(SVM). These models demonstrated high accuracy in assessing environmental pollution after fine-tuning. 

3.5. Ground robotic systems 

The emergence of ground robotic systems as advanced technologies, especially in recent years, particularly when 

equipped with gas sensors to assess the situation and estimate the risk in enclosed spaces with poor ventilation, in addition 
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to monitoring the distribution of harmful gases, thus becoming “like a sense of smell”. H. Fan et al. [43] presented an 

advanced gas identification system using an electronic nose (e-Nose), represented by an array of metal oxide (MOS) 

sensors. These sensors detect and respond chemically to pollutants and gases within the ambient air. Based on the sensor 

signals, the system utilizes statistical and temporal readings, employing a combination of machine learning algorithms, 

including Random Forest (RF) and SVM. Additionally, ensemble techniques are used to combine the outputs from multiple 

models into a single model, thereby narrowing down the decision and increasing reliability. This significantly improved 

discrimination and enhanced the system's ability to handle spectrally similar gases.  

I. Kulbaka et al.[44] proposed a framework called GDM-Net for Gas Source Localization (GSL) in dynamic 

environments, along with the construction of accurate gas concentration maps using a mobile ground robot, resulting in 

improved monitoring speed. Their work relied on the Deep Reinforcement Learning (DRL) model as a core component for 

the robot to learn from its environment and take measurements within the expected information gains. Additionally, they 

employed a Gaussian Process Regression model to estimate and model gas levels, supporting accurate and informed 

decisions regarding future exploration sites. 

A. Gongora et al.[45] presented an advanced study on gas distribution mapping (GDM) using a swarm of mobile robots. 

These robots efficiently and accurately monitored gases in unfamiliar and hazardous environments. A spatiotemporal 

statistical prototype, the Gaussian Markov Random Field Weighted (GW-GMRF), was used to represent the spatial 

distribution of gas concentrations, while also addressing noise and uncertainty in sensory measurements. This model was 

integrated with an intelligent, information-based planning algorithm to optimize the number of measurements and reduce 

the distance traveled. This enabled the robot swarm to improve gas monitoring, accelerate field surveys, and enhance 

reliability and interoperability. A. Haldorai et al.[46] developed a self-contained robotic model for cleaning water surfaces 

of floating pollutants. This robot incorporates two Arduino microcontrollers and features object recognition capabilities 

using the Single Shot Detection (SSD) algorithm. The algorithm is used to locate and detect plastic waste using several 

deep learning models, including VGG-16, Inception-v3, and ResNet-50. The model is further supported by ultrasonic 

sensors and a GPS navigation system to avoid obstacles and optimize waste collection. The ResNet-50 algorithm 

demonstrated superior performance and speed in detection. 

The degree of improvement in environmental monitoring has increased significantly with the use of advanced 

technologies, particularly in identifying and controlling hazardous and illegal waste sites. The widespread use of 

spectroscopy in remote sensing, not just in astronomy and chemistry, provides cost-effective and environmentally friendly 

tools for estimating heavy metal concentrations and their distribution in soil. Spectroscopic analysis of near-infrared and 

visible light is a cost-effective and environmentally friendly technique for estimating heavy metal concentrations and their 

distribution in soil. AI techniques, such as neural networks, contribute to increased prediction accuracy and enhanced 

gradients when combined with spectral data related to soil pollution and the concentration of various heavy metals. 

Furthermore, ground-based sensors, including automated and manual networks, have become increasingly important in air 

quality monitoring after being integrated with machine learning models. 

Aerial imaging techniques, including hyperspectral and historical imagery, are widely used in environmental monitoring, 

pollution assessment, and hazardous waste monitoring, including the locations where these wastes are found. Furthermore, 

drones, equipped with various sensors, are used for real-time tracking of smoke plumes and hazardous gases, enhancing 

their response speed, arrival time, and ability to handle challenging situations, thus making them highly valuable and 

effective. 

Ground robots play a vital and valuable role, particularly in enclosed spaces. Equipped with advanced gas sensors and 

multispectral and visible sensors, they utilize remote sensing techniques, making them effective tools for systematically 

tracking and monitoring the Earth's surface. This includes identifying and mapping areas contaminated with heavy metals. 

These systems and tools employ diverse strategies to address environmental issues, playing a crucial role in maintaining 

ecological balance and systems by leveraging advanced technologies to serve the environmental needs of the environment. 

 

4. The role of AI in monitoring and increasing safety in hazardous environments 

Currently, it has become necessary to consider the safety of workers in various industrial work environments, whether 

in the manufacturing process or production processes that involve hazardous materials or toxic emissions, and to give it the 

highest priority. This requires serious monitoring of the concentrations of pollutants and their emissions or leakage, and 
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resorting to effective and safe methods and techniques to reduce their risks to humans and the environment, in addition to 

reducing the accidents caused by hazardous materials[47]. Implementing and managing safety plans in industrial sectors in 

cases of risk of leakage or emissions of pollutants requires rapid, accurate, early, and intelligent intervention to prevent and 

control dangerous leakage of materials. Since the challenges and threats exceed human ability to identify them in a timely 

manner, due to the nature of most gases not showing their effect because of the lack of color, smell, and taste[48]. 

Therefore, the use of AI-powered devices in the process of detecting and monitoring the environment and its pollutants is 

increasing day by day, as AI and its capabilities and use in unmanned machines provide an immediate and effective 

solution when used in hazardous locations in various environments. It can also intervene to isolate detected threats and 

prevent or reduce the cause of significant damage without the need for human intervention, even if limited[49, 50]. 

J.H. Lee et al.[51] have designed an intelligent robotic system that integrates ultrasonic waves and a camera, enhanced 

with a deep learning network (CNN), to detect leaking gases in an industrial environment and classify their hazards. It 

works independently in the process of identifying and detecting the gas, as well as processing the data without human 

intervention. R. Bitriá et al.[52] designed a portable indoor robotic system with an integrated electronic nose (eNose) for 

the early detection of leaking gases during operation. Equipped with several non-specialized metal oxide semiconductor 

(MOX) sensors capable of detecting various types of gases after training, it is used for indoor environmental monitoring. D. 

Ma et al.[53] used a drone (UAV) to monitor leaking gases in the environment, as it was equipped with special gas sensors. 

An integrated sensing system was designed with improved performance for the gas reading process with high efficiency.  

The Wireless Microcontroller Unit (MUC) provides real-time data collection capabilities, compared to a Global 

Positioning System/Global System for Mobile Communication (GPS/GSM) modem, giving an accurate description of the 

route and location, with the ability to measure gas concentration. A. Bouras et al.[54] designed a mobile gas monitoring 

system based on a small, quadcopter aircraft equipped with gas sensors, which was tested in a laboratory environment. The 

system maps gas distribution after identifying and determining its source based on measurements obtained during flight. W. 

A. S. Norzam et al.[55] designed a system that detects hazardous gases using a mobile robot equipped with a MOX gas 

sensor, in addition to using a Simultaneous Localization and Mapping (SLAM) model to build a map of the place while 

moving. It works to detect in an unknown environment and has the ability to avoid obstacles and barriers, and the ability to 

accurately map gas concentrations and determine their location. A. Husnain et al.[56] turned to using unmanned ground 

vehicles (UGVs) and unmanned aerial vehicles (UAVs) equipped with an array of MOX gas sensors. These sensors 

identify the source of gas emission, map the gas concentration, and automatically generate a path to the leak point. Machine 

learning and reinforcement learning algorithms were also used to analyze the data received from the sensors, enabling the 

tracking of gas plumes and their concentrations, even when fluctuating, in complex environments. To protect buried gas 

pipelines from damage or external threats such as human activities or nearby mechanical drilling, L. Qiao et al.[57] 

proposed a monitoring system based on accelerometers linked to an AI algorithm (Q-SVM) for initial detection as the first 

stage. The second stage uses a CNN algorithm to identify and classify the type of threat resulting from external vibrations 

with an efficiency of 96.1%. 

The principle adopted by U.I. Abdullahi et al.[58] is to protect individuals and ensure their safety by monitoring 

hazardous environments while they work in them. They developed a real-time sensor system distributed throughout the 

building to monitor internal environmental conditions such as temperature, CO2, and smoke. They used a framework that 

integrates IoT sensors and a Building Information Model (BIM) to monitor the environment and its associated hazards, and 

to improve evacuation and response decision-making. M. A. I. Anik et al.[59] designed a real-time, smart IoT-based system 

for monitoring and identifying gas leaks inside homes, detecting fire hazards, and automatically implementing safety 

measures to protect property and people. The system consists of several gas sensors, such as the MQ-2 and MQ-9, to detect 

methane, carbon monoxide, natural gas, and liquefied petroleum gas (LPG), and an ESP32-CAM camera. These sensors are 

connected to a central ESP32 control unit to receive and transmit data to a cloud server. The system then triggers an alert 

via a mobile application, activates an audible alarm in case of danger, and shuts off the gas supply using a solenoid valve. 

Additionally, it cuts off the power supply to prevent ignition problems. 

M.S. Murty et al.[60] presented an intelligent, real-time gas leak detection system based on IoT and gas sensors 

connected to an Arduino microcontroller and communication modules. Gas levels and concentrations are monitored and 

displayed in real time via an LCD screen, enabling the activation of audible and visual alarms and the automatic 

transmission of the alert's GPS location to the relevant personnel via SMS. V. González et al.[61] proposed a smartwatch-

like device worn by workers that continuously measures air quality at their work site to protect them from exposure to 

harmful gases and pollutants within specified levels. The watch contains several MOX sensors to measure methane (CH4), 

CO2, and volatile organic compounds such as ethylbenzene, xylene, and toluene. M. El Barkani et al.[62] worked on an 
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intelligent system based on a Tiny Machine Learning algorithm, using small, low-power devices with the ability to process 

sensor data in real-time, without the use of external servers, to accurately and early detect gas leaks in different 

environments and improve the accuracy of prediction.  

G.M. Dimitri et al.[63] designed a wearable air quality monitoring sensor system called WeAIR, which is equipped with 

sensors to measure CO, CO2, and NO concentrations, as well as humidity, temperature, air pressure, and particulate matter 

(MP10). The data is collected in real time and processed temporally and spatially by an artificial neural network for the 

predictive process and to improve its accuracy. S.K. Reddy et al.[64] developed a real-time monitoring system for toxic 

gases in underground mining areas to warn workers and ensure their safety. The system consists of several IoT sensor 

nodes distributed throughout the mines, operating with LoRa Module technology. These nodes contain sensors for CH4, 

CO2, and CO, as well as sensors for humidity and temperature. The sensor nodes transmit the data they collect using LoRa 

technology to a central gateway, taking advantage of their low power consumption and long transmission range. 

P. Beldar et al.[65] developed an intelligent integrated system for predicting air quality using an Arduino-ESP-32 

controller integrated with sensors (noise, PM2.5, CO2, PM10, and humidity) with a filter layer and fan design, based on AI 

to purify the air from pollutants and fine particles with high efficiency and low energy consumption through precise control 

of the filter performance in a dynamic way. The problem of waste and its management has taken on significant dimensions 

as it is a source of pollution. Therefore, S. Seker.[66] proposed an efficient and intelligent system for real-time waste 

collection that is also cost-effective. This system utilizes multiple technologies to perform tasks, such as Radio Frequency 

Identification (RFID), Ground Penetrating Radar (GPRS), and Geographic Information Systems (GIS), in addition to the 

use of the Internet of Things (IoT). Waste collection in residential or densely populated areas using such systems is 

effective because it reduces the risk of environmental pollution. R.S.A. Qurashi et al.[67] also presented an effective and 

intelligent real-time waste management design in the city of Makkah during the Hajj season. They used a container with 

ultrasonic sensors that measure the level of waste and its fullness in real time, as well as detecting harmful gases generated 

inside the container using a gas sensor. This intelligent design brings economic benefits in terms of reducing unnecessary 

fuel consumption in waste collection, rationalizing the resources used and managing them, as well as mitigating health and 

environmental risks and a proactive approach to preventing waste accumulation. The transport and storage of hazardous 

materials pose a threat to both the environment and human life due to their toxicity, potential for corrosion, explosiveness, 

and associated radioactive properties. Y. Zhang et al.[68] proposed an intelligent system to monitor safety during the 

journey of a vehicle transporting hazardous materials via a wireless sensor network (WSN). This system collects real-time 

information on the vehicle's direction, speed, deviation, and tilt via GPS, as well as its temperature, tire pressure, operating 

conditions, and performance, to improve safety and monitor stability during transport. 

Z. Wang et al.[69] proposed an analytical approach to transporting hazardous materials and determining the best routes 

for them in avoiding densely populated areas and reducing environmental risks, relying on an enhanced intelligent multi-

objective genetic algorithm (NSGA-II) in addition to real-time collected data and instant prediction of any change in 

environmental and ground conditions moment by moment to select the optimal alternative route, to achieve maximum 

safety and increase the level of security in addition to balancing the time required to reach and the cost of transport. 

Integrating advanced machine learning algorithms with IoT technology in monitoring and analysis for water quality 

prediction is an effective approach to developing an intelligent, scalable system presented by S. Kushwaha et al.[70] It 

relies on collecting data on organic matter levels, turbidity, electrical conductivity, and pH in real time via WSN, and 

analyzing it via a machine learning network such as LSMT or Random Forest to detect abnormal pollution patterns and 

predict quality parameters and their future deterioration, to take the necessary measures and immediate and preventive 

decisions. 

A hybrid system designed by N. K. Balaraman et al.[71] integrates IoT technology with Raspberry Pi and Arduino Uno 

to monitor water quality, achieving a balance between reliability and efficiency. Sensors are used to read pH, turbidity, 

temperature, and flow rates, and a local server is used to collect and transmit the data to the controller for display in a 

graphical interface. Y. Durgun .[22]  designed a water monitoring and quality system based on machine learning networks 

such as XGBoost and Random Forest, in real-time synchronization to form an integrated approach in an urban 

environment, supported by spectroscopic sensors with IoT technology. His work aims to accurately identify the types of 

pollutants, whether organic, biological, or chemical. In the same vein, R.K. Nishan et al.[73] presented a system for 

monitoring wastewater and its quality at multiple levels in real time, based on AI and IoT. This system consists of an 

Arduino Uno R3 controller for processing collected data, and a WSN (Wastewater Sensing System) for measuring 

turbidity, total suspended solids (TSS), electrical conductivity (EC), pH, dissolved oxygen (DO), and their critical 

parameters. Additionally, a GSM/LTE communication module is used to send alerts when thresholds are exceeded or 
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anomalies are detected. The system also employs a machine learning model, such as Logistic Regression or Isolation 

Forest, pre-trained on historical data, to distinguish abnormal changes or illegal contamination. 

In an approach to address the problems facing water bodies in remote areas, which are difficult to reach, C Pham-Quoc 

& N. C. Tri et al.[74] presented an IoT-based design for a USV (Unmanned Vehicle) for monitoring the water quality of the 

Mekong River, where sensors were used to measure water quality from several different locations, combined with open-

source software (Ardupilot), and the measurements were sent via IoT to the central station, enhancing the design with a 

positioning system, as it operates within a radius of a circle of 573 meters from the main control station. J.H. Ryu.[75] also 

developed a design for monitoring water quality at various water body locations using real-time USV (Uninterruptible 

Water Vessel) technology. This system incorporates multiple sensors to read data such as temperature (WT), pH, electrical 

conductivity (EC), and dissolved oxygen (DO), transmitting the data to cloud services via a network communication 

protocol (LET). GPS was also used for navigation, control, and data collection for documentation, analysis, and display. 

Also, I.A. Adeleke et al.[76] used a sophisticated and accurate water quality monitoring system that incorporates a machine 

learning-based sensor array to predict hazardous water pollution. This system collects real-time water quality data remotely 

and automatically, and is equipped with a feature to measure pollutant levels and initiate treatment when they exceed 

permissible limits, thus preventing the spread of waterborne diseases. A. A. Abu Bakar et al.[77] presented a design for an 

intelligent water quality monitoring system consisting of several sensors to measure turbidity, temperature, and pH. These 

sensors are connected to an Arduino microcontroller board for data reception and transmission via Wi-Fi, integrating with 

IoT technology. The system transmits data in real time to a cloud platform for analysis and display, enabling early detection 

of pollution and facilitating the implementation of necessary measures to ensure water safety. 

Table 1 - shows some of the research studies that have been used to monitor and detect hazardous gases and materials with the help of AI. 

Table 1- Research studies on hazardous environments and the role of AI in them. 

RER/Ye

ar 

Detected 

parameter 

Devices/ 

Technology used 

Algorithm 

used 

Advantages Disadvantages  

[47]/2022 PM, CO, 

SO2, NO2  

Smart Sensors & 

IoT-based 

infrastructure 

Cloud 

Computing 

Data 

Processing 

Full integration 

with industrial 

systems; Real-

time 

monitoring 

Efficiency 

depends on the  

internet 

connection 

stability 

[55]/2022 Ethanol 

Gas 

(Source 

Localizatio

n) 

Mobile Robot 

with Graphene-

based MOX 

Sensor 

SLAM-

GDM 

56% lower 

power 

consumption; 

Fast response 

High sensitivity 

may lead to 

false alarms 

[66]/2022 Weight and 

waste level 

sensors  

Smart bin & IoT 

sensors 

fuzzy logic supports 

systematic 

evaluation and 

sustainable 

decision-

making 

requires high-

quality data and 

computational 

complexity 

[75]/2022 pH, 

temperature

, and 

turbidity 

sensors 

UVS traditional 

control 

suitable for 

remote areas, 

open source, 

low cost 

Limited 

communication 

and accuracy 

[48]/2023 Methane 

CH4 

Multivariate 

Analysis & 

Intelligent Mining 

System 

Optimized 

Random 

Forest 

100% 

prediction 

accuracy; 

Reduced error 

compared to 

SVM 

Requires large 

and diverse 

datasets for 

training 
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[64]/2023 Humanity, 

Temperatur

e, gas 

sensors 

LoRa 

Communication 

Real-time 

processing 

Low power 

consumption 

and Wide 

coverage 

Possible latency 

and low data 

rate 

[54]/2023 Volatile 

Organic 

Compound

s (VOCs) 

MUC, GPS/GSM, 

& Nano 

Quadcopters 

Gas 

Distribution 

Mapping 

(GDM) 

Ultra-small 

size; Access to 

confined spaces 

Very limited 

payload for 

sensors 

[57]/2023 Vibrational 

Disturbanc

es (Pipeline 

Threats) 

Fiber-optic 

Vibration Sensing 

(DFOVS) 

APEM 

Algorithm, 

Q-SVM, & 

CNN 

96.1% 

efficiency; 

Real-time 

localization 

High sensitivity 

to non-

hazardous 

ambient 

vibrations 

[74]/2023 Water 

quality 

sensor 

USV & IoT Control 

algorithm 

Suitable for 

remote areas 

Navigation and 

maintenance 

are required 

[76]/2023 Dissolved 

oxygen, 

temperature

, pH, and 

turbidity 

sensors 

Embedded ML 

with IoT 

integrated 

Hybrid ML 

algorithm 

Improved 

accuracy of 

prediction 

Requires 

computation 

resources and 

training data 

[56]/2024 Gas Plumes 

& Source 

Localizatio

n 

Unmanned Aerial 

Systems (UAS) & 

MOX 

Reinforcem

ent Learning 

(Q-learning) 

Autonomous 

path generation 

to the source 

High 

computational 

complexity for 

training 

[60]/2024 Gas sensor Gas leak detection 

powered by IoT 

Detection 

based on the 

threshold 

limit 

Low cost and 

simple design 

Susceptibility 

to false alarms 

[61]/2024 CO2, 

humidity, 

gas, and 

temperature 

sensors 

A wearable 

platform like a 

smartwatch 

Analyze the 

data 

statistically 

Continuous 

monitoring by 

the person 

Battery life 

limited 

[62]/2024 Gas sensor Embedded system 

& Tiny model  

Lightweight 

ML 

Edge 

intelligence and 

low power 

consumption 

Accuracy 

decreases with 

large-scale ML 

algorithms 

[68]/2024 Safety, gas, 

and motion 

sensors 

WSN Event 

detection 

model 

Enhancing 

safety during 

transport 

Network 

unreliability 

[72]/2024 UV and 

water 

quality 

sensors 

Smart water 

system based on 

AI 

ML 

(XGBoost 

and 

Random) 

Effective for 

detecting 

pollutants 

The system is 

expensive 

[73]/2024 Industrial 

multi-level 

IoT multi-layered 

architecture 

Real-time 

data 

Effective in 

monitoring 

Complex 

system 
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water 

sensors 

processing industrial 

wastewater 

[50]/2025 Chemicals 

(Nanopartic

le 

Synthesis) 

Autonomous 

Chemical Robotic 

Platform 

A* 

Algorithm 

& GPT 

Decision 

Module 

High synthesis 

efficiency; 

Precise 

repeatability 

Complexity of 

initial platform 

programming 

[51]/2025 Gas Leaks 

& Arc 

Discharge 

Hazards 

Vision-

Ultrasound 

Robotic System 

Deep 

Learning & 

Inception-

inspired 

CNN 

99% accuracy; 

Fusion of 

visual and 

acoustic data 

High cost of 

advanced 

acoustic 

cameras 

[52]/2025 Gas Leaks 

(e.g., 

Ethanol) 

Compact eNose in 

Mobile Delivery 

Robot & MOX 

LDA 

(Linear 

Discriminan

t Analysis) 

Early detection 

during 

delivery; Low 

power 

consumption 

MOX sensors 

are affected by 

humidity and 

temperature 

[53]/2025 Atmospheri

c Gas 

Leakage 

(Hydrogen) 

UAV with 

Optimized 

Sampling 

Structure 

Computatio

nal Fluid 

Dynamics 

(CFD) 

Reduced rotor 

airflow 

interference on 

samples 

Limited flight 

time due to 

battery capacity 

[58]/2025 Gas, 

temperature

, and 

smoke 

sensors 

Fire monitoring 

powered by IoT 

Risk 

analysis and 

assessment 

Models for 

early fire 

detection and 

safety 

improvement 

The system's 

setup is 

complex. 

[59]/2025 Camera 

modules, 

gas sensors 

Image processing 

with IoT 

Computer 

vision 

model 

Dual detection 

and 

identification 

of fire and gas 

Equipment cost 

is high 

[63]/2025 Multi-gas 

sensors 

Wearable Swarm 

Sensors with IoT 

Collaboratio

n between 

analysis and 

sensing 

Improving 

environmental 

awareness 

Challenges of 

managing 

consumed 

energy 

[65]/2025 (AQI, gas) 

sensors, 

nitrogen 

dioxide, 

carbon 

monoxide, 

and dioxide 

Intelligent air 

purifier with IoT 

ML 

(prediction 

and 

forecast) 

models 

Improvement 

and treatment 

of indoor air 

quality 

Implementation 

costs are high 

[67]/2025 Location 

and waste 

level 

sensors 

Waste system and 

IoT 

ML 

algorithm 

Effective for 

the waste 

collection 

process 

Adaptability to 

expanding 

challenges 

[69]/2025 Risk, 

traffic, and 

location 

sensors 

IoT with an 

intelligent 

transportation 

system 

Dynamic 

optimization 

model 

Avoid 

transportation 

risks 

Real-time data 

availability is 

relied upon 
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[70]/2025 turbidity, 

electrical 

conductivit

y, and pH 

IoT and WSN LSMT and 

Random 

Forest 

Support for the 

forecasting 

process and 

assistance in 

decision-

making. 

requires a large 

amount of data 

[71]/2025 pH, 

turbidity, 

flow rates, 

and 

temperature 

sensors 

DL with IoT CNN 

algorithm 

High accuracy 

in prediction 

High 

complexity  

computational 

[77]/2025 turbidity, 

temperature

, and pH 

sensors 

Wi-Fi with IoT 

and 

Arduino microcon

troller 

Calibration 

modules 

Improvements 

in accuracy and 

reliability 

Requires 

regular 

maintenance 

 

5. Recent Developments and Challenges  

5.1. BeeTox model and other AIs 

In a study published by J. Adamczyk et al.[78] an AI-based approach was proposed to predict acute toxicity by testing 

chemical compounds on honeybees (Apis mellifera). To assess acute toxicity, the study relied on a large, up-to-date dataset 

that included measurements of a wide range of chemicals via ingestion and contact. Several advanced machine learning 

algorithms, traditional classification algorithms, and graphical neural networks were trained on this dataset. The mechanism 

aimed to classify compounds with high accuracy as toxic or non-toxic. Explainable AI algorithms were also employed to 

analyze various molecular structures to predict toxicity, providing a broad and in-depth understanding of the impact of 

chemical agents on toxic effects. 

Groundwater pollution has become a serious problem due to rising nitrate levels, a consequence of the excessive use of 

nitrogen fertilizers in agriculture. This poses a significant threat to public health and the environment. To address this, J.K. 

Mogaraju.[79] developed a mechanism for analyzing and accurately predicting groundwater nitrate levels using 

interpretable learning algorithms combined with machine learning. This mechanism also identifies pollution hotspots and 

guides effective environmental interventions, supporting informed decision-making to mitigate risks. 

Several studies have shown the possibility of using artificial intelligence to predict and treat pollution affecting the 

ecosystem. J. Chen et al.[80] used an advanced machine learning model (Random Forest) combined with the XGBoost 

model to measure the concentration of heavy metals in the soil and evaluate its performance in predicting pollutants to 

improve soil quality monitoring and select optimal reclamation methods. The study conducted by Y. Zha. and Y. Yang.[81] 

focused on providing a Graph Neural Network-based system to find the spatial relationship between soil data, and to show 

the levels of heavy metals by predicting and estimating their concentrations. R. Hassan and M.R. Kazemi.[82] also built a 

predictive model using AI models to estimate the adsorption capacity of organic materials on coal and resin. They used 

several input data for descriptive solubility parameters: total pore volume (Vt), equilibrium concentration (logCe), 

Abraham type, and specific surface area (BET). They employed clustering algorithms such as CatBoost, XGBoost, and 

LightGBM, combined with several machine learning techniques, including linear regression, Lasso regression, support 

vector regression (SVR), decision trees, gradient enhancement machines, CNNs, ridge regression, elastic networks, the 

nearest neighbor algorithm (KNN), random forests, artificial neural networks (ANNs), and Gaussian processes, to provide 

realistic insights into the key variables and their adsorption mechanisms. 

In the same vein, F. Talebkeikhah et al.[83] presented eleven machine learning models aimed at estimating and 

predicting the adsorption of lead ions (Pb(II)) on biochar. These models employed crowdsourced data processing using 

decision trees, radio frequency (RF) analysis, multilayer perception (MLP), SVM, and adaptive European fuzzy inference 

systems (ANFIS). Furthermore, they improved the predictive modeling by using the Bat algorithm and the Goosebump 

Optimization Algorithm (GOA), and combined ANFIS and MLP. M. Al Duhayyim et al.[84] also developed a drinking 

water quality monitoring model using an intelligent predictive system based on atomic search optimization technology and 
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integrated with a deep fuzzy convolutional network (WQP-ASOFDCN), further enhanced by an IoT environment. Data is 

processed and optimized for prediction using the F-DCN model, and its performance is further improved by adjusting 

hyperparameters using the ASO algorithm. 

AI has played a significant role in the medical field, bringing about remarkable and noteworthy transformations across 

various medical specialties, particularly in clinical, surgical, rehabilitative, diagnostic, therapeutic, and predictive practices. 

Its impact extends far beyond theoretical research. AI methodologies at all levels have demonstrated the ability to analyze 

and process vast amounts of medical data from diverse sources, enabling disease detection and differentiation, providing 

crucial support for healthcare decision-making, developing multiple scenarios for managing health and epidemiological 

situations, reducing errors, improving patient outcomes, and optimizing resource utilization[85]. 

5.2. medical waste and refuse 

Due to recent advancements across all sectors, particularly in healthcare, there has been a corresponding increase in 

medical waste generated by laboratories, hospitals, and surgical clinics. Wastewater from hospitals contains hazardous 

pollutants, including pharmaceuticals, hormones, personal care products, endocrine disruptors, and blood waste. These 

pollutants include antibiotics, disinfectants, contrast agents used in radiology, and other medications. These chemical 

compounds are resistant to conventional water and wastewater treatment systems, and their leakage into water systems 

threatens both human health and aquatic environments[86]. Medical waste and refuse are a source of serious risks to public 

health and the environment around the world, because they cause diseases or may have toxic or infectious effects on 

humans, animals, and the environment[87]. Medical waste and refuse pose a danger to the environment and a major health 

threat. Improper or unprofessional treatment of these wastes leads to air pollution from incinerators and the emission of 

gases, as well as soil pollution from burying waste in it, and sewage water contaminated with chemicals and bacteria[88]. 

H. Zhou et al.[89] conducted a study by introducing an AI-based image recognition system called Deep MW, which 

aims to sort and process medical waste. The system consists of a basic CNN model that improves the accuracy and 

efficiency of sorting and recycling medical waste, as well as protecting workers and reducing health risks in medical waste 

facilities. M.H. Moktar et al.[90] also developed an automated system integrated with IoT and AI technologies for the 

purpose of classifying and sorting medical waste such as gloves, sharps, needles, and masks, sorting them automatically 

without human intervention. The system consists of IoT sensors and cameras in the automated sorting line, with the ability 

to continuously improve the system and is practical in smart waste management in medical complexes. 

AI has played a vital role in the COVID-19 pandemic and other dangerous epidemics. A. Kumar et al.[91] reviewed a 

range of AI-powered wearable devices for managing critical clinical and health conditions, such as vital signs analyzers and 

ultrasound sensors for cancer patients, as well as real-time glucose sensors and insulin pumps for diabetic patients.  

5.3. Additional applications 

The use of AI has advanced significantly with the improvement of prediction, monitoring and surveillance capabilities 

in healthcare by putting health and public data under deep and intelligent analysis, with its many modern and diverse tools 

for analyzing diverse data, such as electronic health records, social media posts, mobile device data and travel, in order to 

detect diseases early, respond quickly or predict their spread accurately and with high efficiency[92]. D. Wagner et al.[93] 

demonstrated that current preventive measures in operating rooms, such as the use of multi-filter respirators and 

professional smoke extraction or evacuation systems, are insufficient. Based on data analysis, staff who regularly use these 

systems are less likely to be affected than those who do not. While surgical smoke poses risks during operations, improving 

ventilation systems and increasing training in operating rooms effectively mitigate the health risks associated with smoke 

exposure. 

Given the risks to medical staff from surgical smoke, which results in repeated smoke emissions over the years, AI 

models have proven to be highly efficient and accurate in identifying smoke characteristics and pollution levels[94]. The 

use of AI in manufacturing, operations, real-time quality control, predictive maintenance, and improved production 

planning in companies and factories has led to improved performance in terms of increased operational flexibility and 

production line performance. Computer vision models have also contributed to reducing effort and waste in products, and 

detecting defects in manufactured materials and their products [95], As shown in Fig. 3. 

AI and the Fourth Industrial Revolution have significantly contributed to increasing the productivity and efficiency of 

the manufacturing sector. The convergence of industry and technology across various fields has fueled the Fourth Industrial 

Revolution, largely driven by AI. The achievements of the Fourth Industrial Revolution have made a significant difference, 
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with cyber-physical systems, data analytics, and the IoT playing a crucial role in enhancing, monitoring, and overseeing 

industrial activities around the clock [96]. The use of AI in its various forms represents a qualitative leap in smart factories 

and modern industrial sectors, as it effectively contributes to the decision-making process based on historical and current 

data, in order to prevent human errors and reduce the effort and need for human intervention. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 3 - shows the advantages of AI versus its disadvantages[6]. 

A. T. Sufian et al.[97] used operational data from manufacturing companies and analyzed it to find the relationship 

between performance indicators such as production quality, efficiency, and cost reduction with big data analytics 

techniques, in order to contribute to reducing breakdowns and improving production plans. In the context of employing an 

intelligent system within a factory, I. Kazmi et al.[98] proposed analyzing data using ML algorithms for the information 

structure within the factory, received from sensors via IoT operated by intelligent control systems, for the purpose of 

increasing production efficiency, reducing malfunctions, and improving decision-making. 

On the other hand, C. Picard et al.[99] used multimedia AI algorithms (Vision-Language Models) in engineering design 

and their application in manufacturing, by recognizing patterns from the analysis of engineering drawings and images, and 

using them in manufacturing or generating diagrams or recommendations that can be used in later stages. The impact of AI, 

automation, and ML has become very prominent and has led to a leap forward in detection and risk reduction. The 

expansion of e-commerce and the increase in the complexity of global supply chains have led to a greater demand for self-

driving trucks to improve and support logistics by employing AI with crash systems in operational prediction and guidance 

[100]. In the face of mineral exploration and its difficulties, AI has provided modern methods for analyzing multi-

dimensional geological data and for exploring sites with high accuracy and economic value, relying on ground imaging 

techniques [101]. 

In the context of working with construction sites, which are considered a multi-risk industrial environment due to their 

association with heavy equipment, accidents, and unsafe handling of workers, AI was used in a virtual reality training 

environment that adopted risk data and construction information models in generating and designing customized training 

scenarios, in addition to analyzing performance during operation, through which workers are trained on the types of 

potential risks [102]. The advancements in AI have significantly focused efforts on mitigating pollution. Advanced 

technologies are being employed to enhance air quality modeling using diverse environmental data sources, such as climate 

data, satellite imagery, and pollutant monitoring reports, leading to more accurate predictions. The integration of satellite 

technology with AI effectively contributes to the precise and comprehensive monitoring of environmental changes. 

Furthermore, the introduction of edge computing for real-time data processing and source analysis has greatly facilitated 

rapid response times to pollution incidents. Hybrid models, combined with ML-based simulations and physics, have also 

enhanced the accuracy of pollution hotspot identification[103]. 

AI technologies provide insights into pollution levels through data analysis, enabling the prediction of future 

environmental degradation, its stages, and how to implement measures to prevent or mitigate it. AI also makes a significant 

contribution to the energy sector by intelligently optimizing power distribution and grids to reduce environmental impact. 

The use of autonomous robotic systems operating with advanced artificial intelligence models for field surveying in 

polluted environments enabled them to identify and accurately assess various pollutants and deal with them directly and 

automatically through advanced processing via multiple and diverse sensors linked to IoT technology [104]. 

Advantages of AI 

Automation 

Problem solving & Decision 
making 

Biased and discriminatory 
algorithms 

Speed & Efficiency 

Exploration & Innovation 

Disadvantages of AI 

Unemployment 

Lack of transparency 

Biased and discriminatory 
algorithms 

Costly 

Skill demanding 
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The deployment of IoT-enabled sensors to measure the concentrations and levels of air pollutants in urban areas in real 

time, and also to monitor pollution using AI algorithms by analyzing spatiotemporal pollution patterns and data processing 

operations, enabling citizens and decision-makers to view them within dedicated applications and digital interfaces[105]. 

Many capabilities of artificial intelligence are provided to provide a modern structure and keep pace with climate changes 

and environmental threats in real time, relying on different and multiple sources in predicting and assessing environmental 

risks, which enhances the overall situation in developing proactive strategies or reducing health risks and their effects[106]. 

Recent studies indicate a clear gap between the application of IoT and AI in applied research in developing and 

developed countries. Research in developed countries focuses on developing advanced DL models that rely directly on 

massive amounts of diverse data, temporal and spatial analysis, diverse and intelligent sensor networks, and a broad and 

integrated digital infrastructure. This, in turn, contributes to increasing the scope and improving the accuracy of monitoring 

systems. Furthermore, recent studies rely heavily on the vast size of environmental databases and the high-performance 

computing platforms, which enhance understanding of environmental risks and enable high-precision early warnings for 

environmental risk management[107]. 

Developing countries in the Middle East, such as Kuwait, Saudi Arabia, and Iraq, face technological challenges related 

to infrastructure, its high costs, the lack of diverse environmental data, and the low level and lack of integration of their 

smart systems. This limits the effective and widespread application of AI and IoT technologies. These countries also tend to 

focus on low-cost solutions based on simple machine learning models and limited sensor networks, with little emphasis on 

advanced environmental data analysis compared to developed countries[108]. 

Current research indicates that AI and IoT applications face limitations in developing countries, including local 

environmental contexts, data scarcity, and limited data diversity. These factors negatively impact the accuracy, 

generalizability, and reliability of forecasting. A comparison between developed and developing countries in the Middle 

East, as shown in Table 2, highlights the critical need for scalable research and application strategies tailored to the specific 

environmental, economic, and technological characteristics of these countries. This includes the development of 

comprehensive, local environmental databases that effectively integrate with AI and IoT models to achieve the highest 

standards of environmental safety and more sustainable management. 

Table 1 - A comparison of the gap between developed countries and Third World countries in terms of the requirements for developing their 

environmental management systems. 

REF/ Foundations developed countries Third World (developing) countries 

[109]/Digital 

infrastructure 

Integrated infrastructure and wide-

ranging sensor networks 

Incomplete and limited architecture 

[110]/Level of AI 

algorithms used 

Utilization of advanced analytics 

and DL algorithms 

Use of simple and limited algorithms 

[111]/Overall cost of 

technologies 

Industrial, corporate, and 

governmental funding 

Funding constraints and high costs 

[107]/Available and 

diverse data sources 

Indexed, organized, 

comprehensive, and large-scale 

data with analyzability 

Scarce, irregular, and limited data 

[112]/Digital skills Owned by highly qualified 

specialists and personnel 

Lack of digital skills 

[113]/Impact on 

decision-making 

Strong integration between 

environmental policies and smart 

systems 

Very weak link between policy and 

technology 

[114]/Sustainability and 

scalability 

Continuous system development 

and scalability 

Resource constraints and limitations 

limit expansion 

[115]  /Research 

development and 

innovation 

Significant contribution to 

scientific output in journals 

Low contribution to scientific output 

 

6. Challenges 
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The use of AI has accelerated significantly recently across a wide range of sectors, including medicine, industry, 

services, agriculture, and other facilities. It has not only functioned as a tool for data analysis but has also served as an 

integrated system for decision-making and performance improvement in various complex social and economic 

environments[116, 117]. Despite the numerous benefits and solutions offered by AI, it still faces limitations and challenges 

that require effective solutions and methods to address them. These challenges include the efficiency of task execution, risk 

management and mitigation, and the accurate assessment of material hazards. The high computing power and increased 

energy consumption that have accompanied AI development raise serious concerns about its environmental impact, 

particularly regarding carbon emissions[118].  

Furthermore, training and operating these models requires a huge amount of electrical energy, in addition to water 

consumption for the process of cooling the data centers, especially in dry areas, which puts pressure on the environmental 

impact in the long term[119]. The costs of obtaining, collecting, and processing data are still high, due to the need for an 

integrated digital database, the use of advanced sensors, the unification of multiple data sources into groups, and their 

monitoring and linking within a digital cloud with the help of IoT technology. This poses an obstacle for farmers with 

limited resources in adopting AI technologies due to their high costs, which negatively affects increasing and improving 

production[120]. The issue of databases and historical records is an important one in maintaining them, ensuring their 

security from tampering, achieving integrity, and promoting transparency through cybersecurity means. To achieve data 

security and integrity, blockchain is utilized to provide protection, thereby reducing reliance on a single intermediary entity 

to control data ownership and minimizing centralized cyberattacks[121]. 

While AI technologies have taken on a very important role in the manufacturing sector, with development trends in 

various components such as improving performance, monitoring quality, and automating processes across different stages 

of production, there is a lack of coverage for its applications in the diverse processes of sub-components such as machine 

operation, product design, production control, and assembly lines[122]. The complex social and ethical considerations 

associated with the use of AI technologies have far-reaching dimensions, risks, and implications that extend beyond their 

benefits to the economy, jobs, society, and privacy[123]. They also extend beyond the realm of responsible and ethical 

decision-making. Furthermore, AI systems face a significant challenge in making reliable and moral decisions, as they may 

be capable of making harmful or unfair choices that violate ethical principles[124]. 

The increased reliance on AI technologies is also having negative effects on the employment sector, particularly in 

replacing workers with automated technologies in some tasks, leading to a rejection of technology due to fears of increased 

inequality and disruption in employment[125]. It is worth noting that AI technologies face challenges in understanding 

individual strategies and individual or group cognitive processing patterns, which negatively affect the decision-making 

process or the design of support systems for dealing with incentives or guidance[126]. Therefore, AI, with its various 

technologies, presents both great opportunities and challenges to various sectors, which require conducting in-depth and 

extensive research to develop its infrastructure, and taking into account the ethical aspects. 

7. Conclusion 

The development of sensors and detectors, increasingly reliant on AI, is crucial for monitoring and tracking hazardous 

materials and pollutants in various environments. This has the potential to revolutionize environmental risk management, 

monitoring, and response. These devices possess the capability to process massive amounts of data in real time, identifying 

anomalies, patterns, and variables that indicate the presence or presence of hazardous materials. Furthermore, these devices 

significantly contribute to enhancing our ability to protect the environment and improve overall public health.  

Several challenges remain, such as ensuring the accuracy and reliability of sensors and finding optimal ways to 

integrate them into monitoring systems for the best results. Despite these limitations, the benefits offered by sensors, 

especially those supported by AI, are significant, making them a promising approach and a promising avenue for research 

and development in the near future across all fields. Applications of AI in environmental monitoring include the creation of 

sophisticated models capable of handling emerging variables, advanced automation, and the integration of modern IoT 

technologies. 

AI technologies can provide a more efficient and reliable approach in the near future in the areas of decision-making, 

optimization, and prediction. This, in turn, plays a role in automating traditional work, keeping pace with rapid 

development, and taking a step towards digital transformation to increase safety under hazardous conditions. This makes 

risk factors specific while providing a wide range for choosing the best ways. It can also prioritize in light of the 

environmental reality and evaluate its ability to monitor, analyze, identify, and predict potential risks in terms of efficiency, 
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quality, safety, and cost in various work locations with multiple teams, taking into account the existence of a high 

probability of uncertainty. AI has become crucial after its integration with monitoring systems to detect hazardous 

materials, fires, harmful gases, and other substances directly and instantly, pinpointing their location with minimal risk to 

public health. It has been applied in various sectors, including healthcare, manufacturing, agriculture, mining, 

transportation, and other industries. 

AI technologies are characterized by their ability to adapt to diverse environments and revolutionize the prediction, 

monitoring, and detection of hazards, based on real-time, simultaneous event analysis. Furthermore, AI-powered sensors, 

deep and machine learning algorithms, and data processing systems can significantly enhance the accuracy of hazard 

identification, along with the speed of data flow analysis and outcome prediction, particularly in industrial environments, 

chemical processing sites, or areas with gas leaks or hazardous emissions. Furthermore, AI can contribute to risk 

assessment, degree, and predictive modeling by considering various environmental factors and analyzing historical data.  

AI algorithms can also assess incidents, their severity, and predict their likelihood, particularly in hazardous locations, 

thus facilitating the implementation of safety procedures and preventative measures. Integrating data from multiple sources, 

such as satellite imagery, sensors, and historical records, with AI algorithms provides a comprehensive understanding of 

hazards, their impact, movement, and scope. AI can also provide tools that significantly support decision-making for 

operators and supervisors in hazardous areas through natural language processing and user-friendly interfaces. AI 

technologies can also assist in anomaly identification, data interpretation, decision-making, and timely fault detection, 

enabling operators and supervisors to better manage and respond to hazardous situations. 
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